us National Security Prosecutors 
shift focus to cyber attacks 
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us National Security Prosecutors shift focus to cyber attacl<s 



The United States Department of Justice is re-shaping its security prosecution team to deal with 
the threat of sensitive technology getting in to the wrong hands and the cyber attacks. The 
security has been raised ever since the government has realized that they have been facing 
more intrusion. 

The revamp is being led by the Assistant Attorney General John Carlin. He has also marked 
recognition that national security threats have expanded and become more tech savvy after the 
September 11 attacks on United States. In addition, the justice department has created another 
position among the senior ranks of the national security division, which will completely focus on 
their cyber security. The agency has also renamed its counter espionage department to show 
its expanding work on the cases of export control laws violations. 

These laws maintain prohibition on exports without licenses of products that could be used to 
produce weapons or other products. Carlin also said that they need to develop the resources 
and capability to manage these evolving threats from cyber crime. Only recently, a Russian 
cyber mob had hacked access to millions of bank id and password combinations from the 
United States. Carlin has therefore built a team of trusted officers and has also recruited Mary 
McCord as deputy, who formerly served in the US attorney's office in Washington DC. 

The counter espionage department will now deal less with the on-ground spies than it 
previously used to, and will now be called the Counter Intelligence and Export Controls Section, 
hence dealing with illegal exports. In addition, the Anti-terrorism Advisory Council (ATAC) will 
also be renamed as the National Security/ATAC network, to better define its broader 
responsibilities. 

Carlin had also helped created a similar network of cyber security specialists in the US 
attorney's office. That was the first ever effort against cyber crimes. The first case was worked 
on after that, the agency had accused five Chinese military officers of hacking into the US 
nuclear, solar and metal companies. This action had also tensed up the conditions between the 
two countries. Carlin now, continues to work on similar cases that can be bought to court. He 
plans to hunt down such cases in order to bring them to justice through a proper protocol. By 
early 2015, he plans to bring these Chinese and the Russian hackers from earlier this year, to 
justice and restore peace in the world of information technology. 
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